Containers for the Enterprise
OpenShift Enterprise 3

Dennis Deitermann

Senior Solution Architect
<dennis@redhat.com>

RED HAT OPENSHIFT ENTERPRISE L redhat.



Revolutions in IT

Speed & Capacity Automation Accessibility Approach
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puts "Hello World"
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...but we still deliver apps
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What Devs see







Devs and Ops are funda
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The vision becomes co
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Enter: Linux Containers
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Portability

e Encapsulation
e Immutability
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What are containers?

Traditional Virtual Container

I
N R L__._ \4 \4
:: APP A APP B APP C Container Container Container
APPA [l APPB
1
T LIBS A LIBS B LIBS C APP A APPB APP C
LIBS..
e | —— I - Guest OS Guest OS Guest OS LIBS A LIBS B LIBS C

Host OS Hypervisor Host Minimal OS

Hardware Hardware Hardware
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Dev and Ops can better collaborate and
standardise
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And Developers retain technology choice
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The promise of consistent delivery for any language

public class HellgWorld {

public static wvoid
main(String[] args) {

System.out.println
("Hello, World");

re
{"Content-Type":

response.end("Hello World\n");

server, listen(8000);

PHYSICAL VIRTUAL PRIVATE CLOUD PUBLIC CLOUD
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...but you still need to manage your runtimes

public class HelloWorld |

PHYSICAL VIRTUAL PRIVATE CLOUD PUBLIC CLOUD
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...or you’ll be distributing potential security issues

public

main() n
{ System.out.pr 1n {"Content-Ty |
printf("Hello World"); ("Hello, d"); response.end("Hello World\n")
} I |-'
server.listen(8060);

PHYSICAL VIRTUAL PRIVATE CLOUD PUBLIC CLOUD

"Hello, World!"; ?>

A # of critical, important,
and moderate
vulnerabilities identified
and fixed by Red Hat over
a 315 day period.
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What’s in containers matters
36% of official images available for download
contain high priority security vulnerabilities

100%

80% High vulnerabilities: ShellShock (bash),
Heartbleed (OpenSSL), etc.
60%

Medium vulnerabilities: Poodle (OpenSSL), etc.

40% Low vulnerabilities: gcc: array memory
allocations could cause integer overflow

20%

0% Medium prior-
All Images (n=962) ity

Source: Over 30% of Official Images in Docker Hub Contain High Priority Security Vulnerabilities, Jayanth Gummaraju, Tarun Desikan, and Yoshio Turner, BanyanOps, May 2015
_ (http:/Aww.banyanops.com/pdf/BanyanOps-AnalyzingDockerHub-W hitePaper. pdf)
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Enterprise supportability

UNTRUSTED RED HAT CERTIFIED
e Will what’s inside the containers e Trusted source for the host and the
compromise your infrastructure? containers
e How and when will apps and libraries be e Trusted content inside the container with
updated? security fixes available as part of an
e  Will it work from host to host? enterprise lifecycle

e Portability across hosts

CONTAINER

Container Development Kit
Certification as a service

RUNTIME

AN

RUNTIME

os @

Certification catalog
Red Hat Container Registry

HOSTOS 4\ HOSTOS @
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Platform requirements
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Additional platform considerations
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Container orchestration ‘%’




Dividing the Ops role
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DOCKER

CONTAINER
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Developer Experience

options (e.g. Private Key)

Automated builds (ClI) . Secure authentication

Eclipse / JBoss Developer
Tools

Fast build and automated
deployment

. Secure image management . Hot deploy functionality

Red Hat supplied Jenkins
image for OpenShift

Offline development
options
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Get Involved Upstream
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THANK YOU
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plus.google.com/+RedHat

L linkedin.com/company/red-hat

You
youtube.com/user/RedHatVideos
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