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ABOUT NEDI SZCTORNOAG

OPENSOURCE BASED ENTERPRISE SOLUTIONS
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o Network Discovery, management & monitoring

o Locate & Track Computers

e Security audits & more

e VM, DC management

e Printer management

e Backup Configs
o [T Inventory

o || Reports
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DISCOVERING THE NETWORK

Module Status

Cat4k5 WS-X4013+

Linecard(slot 1)

Cat4k5 WS-X4248-RJ45V

Linecard(slot 2)

Cat4k5 Linecard(slot 3) WS-X4248-RJ45V

Catdk5 WS-X4306-GB

Linecard(slot 6)

PWR-C45-2800ACV

Cat4k5 Power Supply 1

er Supply 2 PWR-C45-2800ACV

Power Supply, Active

12 Modules, Sort: slot, Limit: 250

LAG Ports

[wm 23 23 LAG:Trk1 EJ

24 LAG:Trk1 _i__ﬁ

" 3k5-Core2 IP:10.10.10.1
s 3500y1-24G, revision K.1
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Fex-106 Nexus2200HP Chassis

Fex-106 Nexus2232 Chassis

Fex-106 Nexus2248 Chassis

Fex-106 Nexus2248 Chassis

Fex-106 Nexus2248 Chassis

Fex-107 Nexus2200HP Chassis

Fex-107 Nexus2232 Chassis
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LARGE SCALE

1055 devices, retire:
END :Took 59 minutes

lizeberg Kayberg Nordeberg
==> /opt/nedi/log/nedi-2.

£ 44 == 385

1637 devices, retire: (] 792 g7 7
END :Took 99 minutes %

£ 69 =® 1735
[ 822 & 56
_%_

£]602 == 5170
[W] 8900 & 68

xDSL Port Free

==> /opt/nedi/log/nedi-3.

1789 devices, retire: Pinneborn Quicerg Rellinberg
END :Took 65 minutes

£ 128 =™ 4589 £ 160 =™ 8035 £ 93 =% 2402
==> /opt/nedi/log/nedi-4. [ 2466 4 183 (W8] 3650 4™ 458 [ 3385 4™ 185

ROIRCORE N NS

2107 devices, retire: nod, 5042 nbr, 13745 iftrack, 0O iptrack
END :Took 109 minutes

==> /opt/nedi/log/nedi-

1917 devices, retire:
:Took 98 minutes
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INFORMATION LEAK

OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

FOLLOW THE MICRO DOTS!

From Wikimedia Commons, the free media repository

[_]

.

NPI15B6CD
Main Address 10.10.10.20

Services
Discover
Bootimage
Serialitig,

— aielll Description

Location
Contact
Group

SNMP

CLI

Graphs

Status

Configuration

& &

Gateway Application

S35 = LARTT 0 7

=) noSuchObject (Printer)

@ CF379A MFG:Hewlett-Packard;CMD:PJL,PML,PCLXL,URP,PCL,PDF,POSTSCRIPT;MCL:HP

Color LaserJet MFP MA77fdw; CLS:PRINTER;DES: Hewlctt Packard Color LaserJct MFP
MA77 fdw; MEN:NEM=214MB; COMMENT:RES=600x€; LEDWDIS: USB#ff#04#01;CID:HPLJPDLV1; IFP-

E:FF-04-01,FF-04-01,7F-0%-01,F
CH; Kloten:Rahnhofstr; 1: Office

- Mode: SNMP Devices

O Read public 2
(@) Port 0

" o

@ @

N

|w 02 4 0 Days 0:20

summary

2
Bandwidth

1IGFD MAC

1 Connecction Total

& Printer Supoly

= 5
=l &
. Type Level
4 Black Cartridge HP CF410A s 9%
@ 4 Cyan Cartridge HP CF411A ) 9%
£ Magenta Cartridge HP CF413A ) v
2 Yellow Cartridge HP CF412A () 9%
O
4 Values Total
(5 O
3360CH NPILISEGZD
Neighbor




TRAFFIC SUMMARY i SECTORN™AG

OPENSOURCE BASED ENTERPRISE SOLUTIONS
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Nodes Traffic
Traffic Now

Summary
Protocol Summary Port Summary

T8 e

Fri 04:00 Fri 08:00  Fri 12:00
ssh B telnet ® smtp MW dns ntp ® http
https W cifs B iscsi rdp

0 ' =43 A N a S - M. & -
Fry 04:00 Fri 08:00 Fri 12:00

HTCP B UDP B ICMP B ICMPS

#6012 88k -5M

Protocol Destination Port < 10'000 Top 10 Source Top 10 Destination

> Z i4 z bi z

Protocol Distribution Distribution Source Distribution Destination Distribution

TCP 80 http Remus.home osiris.home

UDP 443 https 2.0 % osiris.home Remus.home
ICMP

ICMP6

AKAMAI-PA 3.3 % Apple-TV.home
10.10.10.1 Andreas-iPad.home

353 mdns 0.4 % Apple-TV.home 1.2% AKAMAI-PA




TRAFFIC VISUALIZATION. ..

L SECTORY ™ AG

OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

Summary

12.Aug 16 11:05 - 12.Aug 16 11:10, Filter: dst port < 1024

Destination Address
G Google Inc.

G Google Inc.
G Google Inc.

[/

Destination Port

443 /https
443 /https
443 /https

Packets

10k
3k
2k

Bytes
595k
213k

mmm 133k

Windows-Phone.home
Remofon.home e
== Apple-TV.home
android-f50aea6136db184c.home

== Paddy.home

=== widepi.home

e blEpl. ome

— SEPO01BD4A0D4E2
== charon

— 25206808
m= (10.10.10.11)

Source Address, Destination Port Summary

26.Jul 16 16:35 - 26.Jul 16 16:45, Filter: dst port < 1024

443/https |

80/http I

993 /imaps

53/domain

161/snmp .

25/smtp ==
138/netbios-dgm —
68/boo : =
123/ntp =
137/netbios-ns =



OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

INTERACTIVE CHARTS (1.8) |/ SECTOR"AG
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SKIP BACKUP TRAFFIC iy szcTOR™ ™A

OPENSOURCE BASED ENTERPRISE SOLUTIONS

Y Devices Assets Topology Nodes Reports Monitoring System User

Packets charon Py 5 10 B
Source Address Bytes osiris 2 @ v X o
Source Port Flows Filter » m
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Protocol B/Packets &
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NETFLOW & SFLOW
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OPFPENSOURCE BASED ENTERPRISE SOLUTIONS

Protocol
TCP
UDP
IchP
ICMPS
IGMP

Protocol

=

Distribution
947 %
52%
0.0%
00%

Nodes Traffic

Traffic Now

@734 @11k ~6M

Destination Port < 10'000

\\

Top 10 Source

Rl

& Z i4
Port Diswibution Source
@ sontp 90.7 % @ Pemushome

HE 445 microsoft-ds

[=] 443 htips.

[2 5060 sip

@ 9001

@ 161snmp

& 53 domain 2%
(] 993 imaps

(2 2083

@ 1900

@ osirishome
G Google Inc
€ EU-AKAMAI-20100910
G Google Inc.
€ EU-AKAMAI-20100910
€ EU-AKAMAI-20100910
¥ 1010101
€ EU-AKAMAI-20100910
¥ 10101072

z
Diswibution

66.7 %

Top 10 Destination

4]

Destination

@ osiris home
@ Remus.home
@ Remopad home

@ android
6147c445503a927a home

Wi Amazon Technologies Inc

@ nediol4 home

@ Remofon.home
-

¥ 10.1010.72
¥ 1010101

1
Distribution
68.5%

134%




LATENCY ANALYSIS | SECTOR A

Nodes Traffic
sSummary

23.Nov 16 16:50 - 23.Nov 16 16:55

Sevlo Source Port ) Destination Port  Protocol  Packets  Bytes Flows Packetsls Bis BPackets Lgf::gy Li‘:;:f:’y La‘g"“’cy
&) osiris (2) 3000/ 10.10.10.109 (Z) 49863/ tep emmmmm 128k 187M 2 426 5M 1k 3133ms 2243 ms
@ 65295/ & osiris == 445/microsoft-ds tep 11k (2M 2 38 58k 187 1963ms |0.465ms | 2208337
il Ly S ' ' ms
&) osiris (2 38720/ 4> C2960-8 & 23ftelnet tep @ 50 Tleeicko 203 36k 22 0.026ms 1270ms  2212ms
1%?-10-10.101 (2) 36201/ &) osiris = 445/microsoft-ds tcp @ 42 PHic D 816 666 1.347 ms 0.066 ms 0.833ms
(== 0siris (2) 51275/ <> 2520G8-P Q 161/snmp udp @ 19 1k 2 59 25k |52
@) osiris (2 53193/ 4% 2520G8-P @ 16L/isnmp udp @ 18 ko 253 117k 57
(== 0siris (2) 59811/ ‘5_5 C2960-8 Q 161/snmp udp @ 18 951 2 94 40k 52
&) osiris 12 5060/sip 2?{:-117-203_32 2 5060/sip udp @ 16 10k |2 267 596
(=) osiris (2) 50597/ <> charon Q 161/snmp udp @ 16 842 2 355 150k 52
&) osiris (Z) 36130/ 4 C2960-8 @ 16L/snmp udp @ 16 880 2 175 77k 55

10 Values, Sort Packets, Limit 10

admin, 1479919321




ENDPOINT CLASSIFICATION ys=cTorremac

Source Destination
Address Source Port Address
& osiris (2) 3000/ = 10.10.10.109
2 (2) 65295/ &) osiris
10.10.10.109
@2 osiris (2) 38720/ <> C2960-8
== 2 36201/ =)
= (2 ==) 0Siris
10.10.10.101 i
=) osiris (2) 51275/ <> 2520G8-P
@2 osiris (2) 53193/ <> 2520G8-P T T
- R~ L bl
@) osiris (2) 59811/ “> C2960-8 A
. . \Fr:'i . -_¥=
@ osiris . 2tbosip 212.117.203.32
=) osiris (2) 50597/ <> charon
@2 osiris (2) 36130/ <> C2960-8

L eee—— w—




TRAFFIC DETAILS SE TOR"™ /LG

1 §# Amazon Technologies Inc. E= [ 443 https Remus.home
2 (G Google Inc. E= [ 443 https android-44005¢8124817138.home
3 & charon @ 63150 & osiris

(5 216.58.207.46/24

Network <= 1e100.net

Customer Google Inc.

Mail @@ google.com

Phone +1-650-253-0000

Address EE 1600 Amphitheatre Parkway, Mountain View, CA

Description GOOGLE
Origin AS AS15169
Update 15.Jul 17 8:44




ALERTS SECTORNORDAG

OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

TRAFFIC POLICIES

F 9 = © =B & @ & @ i

Id Status Class Target Device Port Vlan Action Information User Time Execute
19 Y Bytes >500000 (3 Source:charon Filter:src host 10.10.10.109 Group:sa,da admin 31.Mar 16 12:45 | @ &
15 [Z Bytes <100 @& Source:charon Filter:src host 10.10.10.10 and port 5060 Group:sa &/ SIP underrun  admin 28.Mar 16 16:02 [ @ &
17 7  Packets >1000 @ Source:charon Filter:host 10.10.10.109 Group: &/ Noisy Host  admin 28.Mar1617:47 [ @ ¥
3 Values

TIMELINE ANALYSIS

31.Mar 16 11:40 - 1.Apr 16 17:40
Class LIKE 'sp%'

50

45

40

35
30 |

2s
20 | | |

15 " r’

10




PORT CONFIG POLICIES (1.8) | s=cToRAG

T T RumTao o oo

Id Status Class Target Devices Port Yian Action Information User Time Execute
& admin 7 Feb 17 15 o7 Ei] Q ®
3 G Configuration Q admin 7 Feb 17 15 11 - o x

7 % Port Configuration smtchport mode trunk - fe5 2960 &/ Tagged voice admin  19.Jun 17 17:26 e ¥

1 5 Conflguratlon j

19 Jun 17 17 26 C2960-8

e

1333122 Pollcy 7 Portconflg is mlssmg sw1tchport mode tmnk on FaOI 7 Tagged voice

1333121

€

19 Jun 17 17 26 C2960-8 Pollcy 7 Portconflg is mlssmg sw1tchport mode tmnk on FaOI 3 Tagged voice

|
|
@ ‘
|
|

1333120 19 Jun 17 17 26 C2960-8 Policy 1 Config matches community publlc

- —— - ——— e e e e T e e e i

19.Jun 17 17:26 C2960-8 Policy 3: Config matches contact Remo

€

1333119




ENHANCED MAPS | SECTOR A

OPRPENSOURCE BASED ENTERPRISE SOLUTIONS
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MONITORING MAPS

MONITORING MAP
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EDITOR
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320 @ S0%
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MONITORING GRAPHS

OPENSOURCE BASED ENTERPRISE SOLUTIONS

Ascets | Tooology  Nodes | Reports | Monitering | System | User I Cther |

BE oo

2 @ | b - LA ut

1 L

Monitor

10ms

Monitor Map

Discover

Last Events

Q107 % p 2 E

Events / 5n 25.Dzc €9 1:00 & Target Availability 25.Dec 60 1:€CC <
& P o
1.3 I ‘ &0 \
5.9 :
1l - * 5.8 —‘
1.1 n 2 2 5
' 3 5.G E
1.2 ,TZ 5.5 .n
1.3 5.4
5.2
0.2 5.2
6 E 51
; 5.0
0. 3 4.9
‘ , ‘ 4.8
e I- 4.7
9. - - | 4.G r -
lhu 13 .an Fri 20 Jan Szt 21 Jan sur 22 Jan Mon Z3 Jan lue 24 Jan wed 25 Jan Inu 19 Jar Fri 20 Jan sat 2L Jan San 22 Jan Fon 22 Jan ue 2% Jan wed 2> Jzn
0 Info M Moti [OWarn [ Aler @ Zner B Active [0 Slov [ Brcken
Frctoco. Summary 25.Dec 63 1:CO 2 Port Sumrary 25.Dac 59 1:00 2
| |
3 - ;
220 < 40 k
- -4
200 < g S
200 < 8 s m
160 < ' a3
m i
|
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-00 <
80 <«
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I = 0 -
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MONITOR MORE ?é%g?;;feSECTORNWDAG

== OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

BGP Peers Port Status

Broken

62.179.117.250

& e} ® » s

. ) id Level Time Source Class
establizhgd 6.Jul

12112 B 17.Jan 17 11:33 C2960-8 88 Fa0/1 came up

~17Jan1711:33  C2960-8 38  Fa0/1 went down
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MORE GEOGRAPHY SECTORNODD/-\G

CH Update
@0
@ 522 Z 115 2 (@ |6

G -
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OPRPENSOURCE BASED ENTERPRISE SOLUTIONS

WMI DISCOVERY | szcTOR v AG

Devices Name = 'ROMULUS'

Devices Name & Slot a Model ¢ Modules Description $ Serial# & HW Version ¢ FW Version & Software &
B [EEROMULUS  CPUD e Core(TM) 17 CPU20@ (] BFEBFBFF000106A5 6661
(=) [EE ROMULUS DeviceHarddiskVolume1 9641452 Microsoft Windows 10 Pro [©) 00330-80000-00000-AA493 10.0.14393
== [mm ROMULUS DIMMO Manufacturer00 ModulePartNumber00 (1) [ SerNumO00 2048 MB 1066
== [f ROMULUS DIMM1 Manufacturer01 ModulePartNumber01 (1) |} SerNumO1 2048 MB 1066
== [M ROMULUS DIMM2 Manufacturer02 ModulePartNumber02 (1) [} SerNum02 2048 MB 1066
== [mm ROMULUS DIMM3 Manufacturer03 ModulePartNumber03 (1) [} SerNum03 2048 MB 1066
(= ROMULUS DIMM4 Manufacturer04 ModulePartNumber04 (1) [©) SerNum04 2048 MB 1066
== [J ROMULUS DIMM5 Manufacturer05 ModulePartNumber05 (1) @} SerNum05 2048 MB 1066
EEROMULUS PHYSICALDRIVEO s DR0224A5  Fixed hard disk media & 6vPCCI6T 1000202273280 JCA45
@] ROMULUS UID12545_0 GSM LG TV /4, 16843009 0001 1-2014
moowws  [DECSFLIT Mmoo rplorer Language Pack- 14023102
Wous  ETOUDONAD Nowoh el Co iy PO
e s s e w0




EXTENDED ASSET HANDLING |/ SECTOR A

3: OPENSOURCE BASED ENTERPRISE SOLUTIONS

Asset Manageirr

Asset Purchase/Vendor Maintenance
) Active j -
J2 FOC1251V3VG g O
® -
WS-C2960-8TC-L 3 sl  01/01/1970

Bootimage 8% ©2960-lanbasek9-mz.122-55.SE11.bin (10S)

Serial# 2 FOC1251V3VE HP, 7x5 4h onsite, TS team




OTHER IMPROVEMENTS | szcTOR > AG

Population Stats

Device Main IP & Device T a Device Status 2 Total #MAC & Total #ARP & Populati
3k5-Core1 T b4 P2 v & % pulation
10.10.10.155 &=’ 1010106 () 1800-8G 0 20 02

1800-8G
Remo
=
S— 10.10.10.4 2520-8G-PoE 0 18 6

2520G8+p @ o
3k5-Core2 10.10.10.72 HiveAP 0 7 @ 9

AH-367380
10 10.10. 196
Remo @ 10.10.10.132 'k cisco1812 0 4

C1800a e
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